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Reinforce Existing GRC With Three Lines Of Defense Model

Governance, risk, and compliance (GRC) has become a top executive priority. But many organizations 

are struggling to manage and control risk effectively today. The “three lines of defense” operating model 

for managing risk provides a framework that allows organizations to ensure GRC success. Exploring the 

effectiveness of this approach, our study revealed that while organizations believe they are effective with 

the three lines of defense operating model, only a few are fully exploiting the business value it can bring. 

In July 2016, SAP commissioned Forrester Consulting to conduct an online survey with 231 executives 

around the globe. All organizations claimed they are planning to implement, are currently implementing, 

or have fully implemented the three lines of defense operating model. Within these organizations, 

respondents are influencers or the final decision-makers when it comes to the three lines of defense 

operating model for managing GRC. 

Country

› US 31%

› UK 17%

› Brazil 13%

› China 13%

› Germany 13%

› Mexico 13%

Organization size 

Global revenue (USD):

› $500M to $999M 40%

› $1B to $4.99B 47%

› $5B or more 13%

Implemented three lines 

of defense

› Fully implemented 19%

› Currently implementing 26%

› Planning to implement 18%

› Interested but no plans 23%

› Not interested 14%

Involved with three lines of defense

› Final decision-maker 34%

› Responsible for one of the lines 31%

› Part of the team making decisions 

28%

› Influence decisions 7%

To boost the effectiveness of the 

three lines of defense approach, at 

least half of all organizations 

surveyed are expanding their use of 

or are planning to implement a 

variety of tools and technologies. 
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The importance of GRC is also reflected in the seniority of 

individuals managing risk. Almost 30% of organizations stated they 

have a chief risk officer (CRO) managing risk at their firm; 23% said 

it was the chief financial officer (CFO); and 21% highlighted that 

risk responsibility was with the chief information security officer 

(CISO). 
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GRC Is A Top Executive Priority

A high-functioning GRC program ensures that firms can make the 

most principled business decisions that drive predictable 

performance based on sharing relevant and timely information with 

key business decision-makers.

Therefore, it is no surprise that 76% of respondents strongly agreed 

or agreed that executives consistently stated that fostering a 

corporate culture for GRC is a top initiative. In addition, two-thirds of 

respondents (66%) stated that the board and executive meeting 

agendas are driven by GRC reporting. 

Respondents also cited that organizations have a transparent GRC 

strategy that aligns with business objectives (74%) and that every 

business unit takes responsibility and effectively assesses controls 

and mitigates risks (72%).
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Over 60% of executives agreed 

that there is formal support, 

coordination, communication, 

and interaction between 

functions on GRC. 
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Firms Are Adopting A Variety Of Strategies 

For GRC

Organizations were asked to identify their key GRC objectives. No 

one strategy was prominent among the organizations we surveyed. 

The breadth and depth of planned implementations and the need for 

executive oversight and technology are clear. GRC programs must 

provide insights that allow organizations to make better and more 

informed decisions. Expectedly, then, 36% of firms are seeking tools 

to ensure all relevant GRC activities use shared, integrated, and 

collaborative methodologies to deliver the insights required. 

Thirty-four percent also said one of the key objectives for GRC is to 

ensure reduced exposure to major unintended risks and compliance 

failures. Another top strategy is to drive improvement and 

effectiveness of individual risk management functions (34%) and 

monitor performance against risk appetite and KPIs to continuously 

to improve decision-making (30%). 
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Organizations struggle to 

manage and mitigate both 

internal and external risks when 

trying to meet their GRC 

objectives. 
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Firms Face Multiple Challenges To Meet 

Their GRC Priorities

Firms have adopted different ways of organizing around risk and 

control. The least mature firms have specific departments dedicated 

to GRC (26%), acting in their individual silos focused on specific 

types of risk. Forty percent of firms have a single centralized GRC 

team in place that lacks the insights needed to understand the risks 

facing individual business groups. The most mature organizations 

have adopted a hybrid approach, with a decentralized GRC team 

that focuses on different departments and is controlled through a 

central team (34%). 

Despite different ways organizations are set up to manage risk and 

control, current GRC approaches are not up to scratch. The survey 

revealed that firms face multiple challenges in meeting their GRC 

strategies. Respondents said they are struggling to manage and 

mitigate risk related to external environments (45%) and across the 

organization and business silos (38%). 



FORRESTER.COM

OVERVIEW SITUATION APPROACH OPPORTUNITY CONCLUSIONS

A Custom Technology Adoption Profile Commissioned By SAP | August 2016

Adopt Three Lines Of Defense Technology To Manage GRC

1 32

Digitalization Adds To GRC Challenges

Organizations need to continuously assess and evaluate business 

strategies and determine the level of risk exposure they are willing to 

accept. But the study revealed that in an era where many firms are 

risk averse, organizations are still facing extreme concerns across a 

broad spectrum of risks. For example, 45% said they are extremely 

concerned with financial risk, and 41% are extremely concerned with 

fraud. 

Moreover, organizations are facing new risks posed through rapidly 

changing digitally enabled business environments. Forty percent of 

firms are extremely concerned by technology risk, 39% by cyber risk, 

and 39% by external third-party threats. Firms must consider if a 

more integrated approach, which would include stakeholders across 

the organizations having specific GRC responsibilities, would allow 

them to tackle and manage a variety of risks head on. 
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Implementing The Three Lines Of Defense: Easier Said Than Done

With a model based on three lines of defense, companies can set GRC expectations for each level of the organization. The first line is business 

operations management; the second line includes risk management, compliance, security, and legal departments; and the third line is the 

independent internal audit function. 

Despite intent, organizations fail to execute on the three lines of defense. While three-quarters of firms agreed that their organization has clear, 

consistent guidance for all aspects of the three lines of defense operating model, they continue to be challenged by ensuring the organization 

incorporates the three lines of defense model across the entire business. Additionally, over a quarter of organizations highlighted that with their 

current approach and technologies, they struggle to deliver the communication protocols that can drive efficiencies across all three lines of defense. 
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The study also explored the 

level of integration of these 

tools. Only 30% of 

organizations that are using 

these tools said they are fully 

integrated across the entire 

organization.
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Firms Are Expanding Technology Adoption 

To Underpin Three Lines Of Defense

The study revealed that firms are expanding their use of technology 

or planning to implement technologies across a wide variety of 

systems to better support the three lines of defense. Firms are 

looking for better insights into GRC processes through GRC 

dashboard and reporting tools (61%), risk management systems 

(61%), advanced analytics (59%), and IT security management 

(59%). 

Firms are also looking to drive additional investments to better 

manage GRC through control monitoring tools (55%), third-party 

management (53%), policy and document management (42%), and 

audit management (50%). 
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Drive Deeper Understanding On The First 

Line Of Defense

When businesses have the right tools to support repeatable 

processes that manage risk and compliance, they can become 

increasingly agile to detect exceptions in real time, in order to 

respond immediately and reduce consequences of inaction. But not 

many firms have fully grasped the role of the first line of defense. 

Thirty percent or less of firms indicated that each of the first line of 

defense capabilities exactly describes their approach. The first line of 

defense needs to:

› Assign primary responsibility for managing specific risks in 

the business.

› Be backed by the board to ensure the right risk and 

compliance activities are being performed.

› Clearly communicate and enforce risk policies and controls 

through the business on an ongoing basis.

› Be able to track and measure performance in managing risk.
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Boost Standards And Practices For 

Implementing Effective Risk Management

The oversight of business functions summarizes the second line of 

defense. Operational management is responsible for implementing 

policies and procedures and monitoring and reporting their correct 

execution.

When assessing organizations’ approaches to the second line of 

defense, it is clear that they have not effectively implemented 

policies and procedures. Firms currently lack the right tools to ensure 

all relevant GRC policies and procedures are shared, integrated, and 

enforced across all of the business. To boost the second line of 

defense, GRC leaders need to:

› Clearly define specific frameworks and methodologies that 

can be used by operations management to assess business 

functions’ risk activities.

› Make frameworks and methodologies transparent to the 

business (first line of defense) and to internal auditors (third 

line of defense). 

› Share frequent updates to the board on residual risk.
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Enhance Audit Capabilities To Provide 

Assurance

Independent auditors provide objective assurance, advisory support, 

and guidance to improve current processes and ensure that the first 

two lines of defense are working adequately. Only 29% of survey 

respondents said they have internal auditors that provide visibility on 

action being taken to close gaps in risk management. Additionally, 

only a quarter of audit functions are clearly communicating their 

findings and giving recommendations on control effectiveness.

The third line of defense ensures that auditing functions are aligned 

with other GRC processes to share relevant risk and control 

information. GRC leaders need to enhance their auditing teams’ 

capabilities by:

› Partnering with the other GRC functions across the first and 

second lines of defense to ensure that relevant risk and 

control information is shared and visible to them.

› Investing in a platform that allows the audit function to clearly 

communicate its findings and provide actionable 

recommendations. 

› Upskilling and upgrading their use of technology to provide 

guidance and training to the first and second lines of defense. 
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Build Resilience Now: Enable The Three Lines Of Defense

While many firms are on their way to implementing the three lines of defense operating model to support 

risk, they are struggling to utilize technologies that can help them execute it effectively. Firms need to build 

resilience now to anticipate and respond to crises. The study revealed GRC leaders should: 

› Better engage the board. Organizations must encourage a top-down approach through active board 

involvement in overseeing the three lines of defense. Through better integrated and collaborative tools, 

the board should be given access to real-time data that links risk to business performance. 

› Invest in tools that encourage automation. Enhance your technology capabilities with tools that can 

automate GRC processes and provide real-time access to data and analytics on each line of defense. 

For example, data could include the number of critical risks being monitored, the mean time to resolve 

GRC-related outcomes, and the number of control improvement initiatives. 

› Consider a technology partner to help you close the three lines of defense gap. Organizations 

highlighted that they seek technology partners that can support their three lines of defense model. These 

partners must demonstrate that their solutions consistently deploy capabilities to support multiple 

stakeholders in the business (52%), provide the necessary efficiencies and insights on risk through 

analytics (45%), and ensure their solution can be quickly deployed (47%). 
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METHODOLOGY

This Technology Adoption 

Profile was commissioned by 

SAP. The custom survey 

questions were fielded to 231 

executives with responsibility 

for GRC processes who were 

familiar with the three lines of 

defense operating model at 

their organization.

The auxiliary custom survey 

began in June 2016 and was 

completed in August 2016. For 

more information on Forrester’s 

data panel and Tech Industry 

Consulting services, visit 

Forrester.com. 

Project Director:

Varun Sedov

Principal Market Impact 

Consultant


