
 
Reinforcing the Three Lines 
of Defense
SAP software for risk management, 
process control, and audit 
management



The three-lines-of-defense framework, which originates from 
a 2006 statutory audit directive issued by the European 
Commission, has become accepted globally as a best practice 
for managing governance, risk, and compliance (GRC).

When you have the solutions in place to implement and 
maintain those three lines of defense, you can be confident that 
you can anticipate and respond effectively to ever-changing 
risks and compliance requirements. 

By managing risks effectively and making business processes 
more transparent and efficient, you’ll assure stakeholders that 
investments in people, processes, and technology are protected 
and well managed.

SAP offers four solutions that support the three lines of 
defense. Together, they deliver an integrated approach to 
governance, risk, and compliance that provides you with greater 
clarity of risks, better control of processes, and improved 
internal auditing capabilities. 

Find out more

Source: “Adopt Three Lines of Defense Technology to Manage GRC,” a custom 
technology adoption profile commissioned by SAP, Forrester Research Inc., 
August 2016.
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42%

Of organizations are extremely 
concerned with financial risk

Of organizations are extremely 
concerned with the risk of fraud

Say ensuring the organization 
incorporates the three-lines-of-defense 
values across the entire business is     
the most challenging GRC objective  
to achieve

Three Lines of Defense  
Building confidence  
and trust

LEARN MORE

Access the value calculator Discover how SAP GRC 
solutions can help you add 
value and drive down costs.

https://go.sap.com/cmp/dg/crm-xm16-gam-fi-vcalc/index.html
http://go.sap.com/documents/2016/08/387ca9f4-807c-0010-82c7-eda71af511fa.html


SAP Risk Management 
Gain clarity from greater insight

It’s one thing to know the risks your organization faces;  
it’s another to understand their causes and impacts.
 
The SAP Risk Management application will help you formalize the 
way you plan, identify, analyze, monitor, and respond to risks in 
order to drive business value.

By automating risk indicators and alerts, you can keep within 
risk appetite and cut the cost of managing risks. You can gain 
the confidence that comes from understanding what drives your 
business risk and knowing you respond to it quickly, efficiently,  
and effectively.

SAP Risk Management enables you to:

• Preserve and grow the value of your business through better 
collaboration and effective communication

• Manage risk with increased reliability

• Respond more effectively by drawing on clear insights into 
relationships between drivers, risk indicators, events, and effects

• Maximize gains from business opportunities

• Reduce the impact of losses through early mitigation

In addition, through our partnership with Sungard Availability 
Services, we are now able to provide our customers with a best-in-
class solution for business continuity management.

LEARN MORE

Learn how you can 
preserve and grow 
value with SAP Risk 
Management. 

Find out more

Make your case for 
implementing SAP 
Risk Management with 
our value calculator.

Quantify the benefits 

Discover how effectively 
organizations are 
adopting the three lines 
of defense.

Read the report 

http://dnx-sap-01.s3.amazonaws.com/1825/Preserving_and_Growing_Value_Through_Enterprise_Risk_Management.pdf
http://www.pulse-iq.com/SAP/GRC_RiskManagement/ValueCalculator.html
http://go.sap.com/documents/2016/08/d09d9cfe-837c-0010-82c7-eda71af511fa.html


Case Study
Exxaro Resources 

South African diversified mining company Exxaro Resources  
wanted to improve the way it measured progress against its  
strategic objectives.

Evolving from the company’s implementation of SAP governance, 
risk, and compliance solutions, Exxaro Resources’ strategic 
performance dashboard integrates strategy, material issues,  
the five-capital framework, risk and risk appetite, assurance,  
and measurable performance metrics.

Today, the dashboard is a key tool that provides the board and 
executive committee with the essential information they need to 
successfully manage the company’s strategy and performance.  
By using it, executives have been able to move from integrated 
systems and reporting to true integrated thinking.

The dashboard 
integrates risk 
appetite with strategic 
objectives, including 
sustainability KPIs and 
global reporting.

Consolidated Strategic Performance Dashboard

Out-of-appetite trend per capital

Out-of-appetite and possible waste/opportunity KPIs
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LEARN MORE

Read Exxaro’s “2015 Integrated Report”

View the video 

View the infographic 

Find out how Exxaro Resources is taking risk 
management to the next level.

Click to enlarge  ►

Watch the interview with Saret van Loggerenberg, 
director of risk and compliance for Exxaro Resources.

Discover the key facts from the Forrester Technology 
Adoption Profile.

Source: “2015 Integrated Report,” Exxaro Resources 

http://www.exxaro.com/ar/2015/Exxaro_2015_Integrated_Report.pdf
http://go.sap.com/assetdetail/2016/08/3471923d-817c-0010-82c7-eda71af511fa.html


SAP Process Control
Reduce risk with effective
policies and controls

The SAP Process Control application helps executives focus 
resources on high-impact processes, regulations, and risks –  
to drive effective controls and ongoing compliance.

Continuous control monitoring and automated testing enable 
businesses to identify control deficiencies and control-related issues 
quickly, leading to faster resolution.
 
Once you’re confident these controls are effective and 
accountability is assured, you can increase focus on optimizing 
business performance.

LEARN MORE

Help ensure effective controls 
and ongoing compliance with 
SAP Process Control.

SAP Process Control can help your business to:

• Increase consistency and confidence in control information 
across the enterprise through centralization and standardization

• Improve efficiency and reliability of key business processes

• Gain continuous insight into the status of compliance and 
controls for more timely decision making and intervention

• Strengthen accountability through increased user involvement 
and collaboration

• Reduce cost of regulatory compliance and audits through 
automated control testing, workflows, and standardized 
processes

• Establish a culture of compliance through clear communication 
and acceptance of corporate policies

Find out more

Learn about Honeywell’s 
One View of Risk program.

Watch the webcast

http://go.sap.com/documents/2014/08/6ca04954-5b7c-0010-82c7-eda71af511fa.html
http://go.sap.com/assetdetail/2016/08/8e388350-847c-0010-82c7-eda71af511fa.html


Change is the one constant when it comes to today’s regulatory 
environment, and staying current with regulatory changes and 
ensuring organizational compliance is anything but simple.

With the SAP Regulation Management application by Greenlight,  
companies can take a holistic approach to managing regulatory 
changes, and integrate those changes with internal controls 
processes, so that compliance becomes a by-product of 
operational best practices.

Through integration with other SAP governance, risk, and 
compliance solutions, organizations can automate operational 
execution, compliance testing, and audit reporting of controls 
across their enterprise systems, reducing the cost and 
complexity of achieving their compliance objectives.

SAP Regulation Management can help you:

• Centralize your regulatory change management processes

• Accelerate compliance with new and changing mandates

• Expand control automation across various domains

SAP Regulation Management  
by Greenlight
Navigate regulatory change  
with confidence

Make regulatory 
compliance a 
by-product of 
operational best 
practices with 
SAP solutions.

LEARN MORE

Discover how you can 
navigate regulatory  
changes with confidence.

Read the solution brief 

http://go.sap.com/documents/2014/05/08f3953b-437c-0010-82c7-eda71af511fa.html


Case Study
GSK Vaccines

GlaxoSmithKline (GSK) Vaccines wanted to implement an integrated 
framework that not only empowered users to identify, assess, and 
treat risks, but also ensured the effectiveness of controls.

The company chose the SAP Process Control application, which 
it was able to implement on its own in just six months. Today, the 
company is benefiting from:

• More clearly defined roles, responsibilities, and accountabilities

• Faster notification and response when compliance issues arise

• Automated testing that allows experts to focus on real issues as 
they occur

• More visible information that is easier to find than ever 

• Easier identification of recurring issues and performance of 
trending analyses and benchmarking

• Proof for the external auditors that controls addressing regulatory 
requirements are effective

LEARN MORE

Read the success story now

Find out how GSK Vaccines is easing 
compliance with SAP Process Control.

https://dam.sap.com/mac/download/ad/nyOUw.htm


Internal audit functions are challenged to reach for new heights 
and contribute to their organizations in more-meaningful ways. 
In today’s context of market volatility, complexity, and regulatory 
change, this means evolving your focus and maximizing your 
value – or risk being marginalized as other functions become 
more instrumental in your organization’s risk management 
efforts.

The SAP Audit Management application helps you:

• Streamline audits with documentation and mobile capabilities

• Organize and share working papers for improved collaboration

• Gain insights into key business risks with configurable 
management reporting

• Benefit from a flexible audit universe with resource planning 
and scheduling 

SAP Audit Management
Transform audit and move 
beyond assurance 

Know your business risks, provide 
strategic advice, act with insight,  
and confidently drive business value.

LEARN MORE

Manage security risk through internal audit
This short video demonstrates how SAP provides integrated 
software to address the three lines of cybersecurity defense. 

Transform internal audit management
Discover what internal auditors need to do to evolve from 
compliance officers to strategic business advisors.

Try SAP Audit Management at no cost for three days
Our end-to-end audit management solution can help you 
plan and prepare audits, analyze relevant information, 
communicate results, and monitor progress. Try it firsthand 
with a free, three-day evaluation.

Watch the video

View the infographic 

Try it free 

http://go.sap.com/assetdetail/2016/02/764d9767-5c7c-0010-82c7-eda71af511fa.html
https://dam.sap.com/mac/download/ad/mXxUz.htm
https://www.sapappcenter.com/p/3529/sap-audit-management--sap


Case Study
 Tata Steel Europe

When Tata Steel Europe wanted to improve audit efficiency, 
effectiveness, and timeliness while reducing costs, it turned to the 
SAP Audit Management application.

Delivered in the cloud and integrated into the company’s existing 
SAP software landscape, the application provides risk-based, mobile 
functionality that alleviates paper-based workloads, improves audit 
planning, and increases productivity.

By using the application, staff can focus more on auditing and less on 
administration. In addition, Big Data analytics opens up a number of 
new opportunities for the company to look at information in different 
ways, which is helping to transform the business and unlock greater 
value.

LEARN MORE

Read the reference slide 

Find out how this Europe-based steel producer gained clarity 
in audit operations by implementing SAP Audit Management.

https://dam.sap.com/mac/download/ad/OPXnj.htm


By streamlining risk response decisions and reducing 
unnecessary duplication, SAP Risk Management helps you 
optimize resources, seize value-adding opportunities, and protect 
existing business value.

With SAP Process Control, you can focus resources on high-
impact processes, regulations, and risks. You can gain confidence 
and help ensure accountability through continuous insight into 
the effectiveness of policies and controls.

SAP Regulation Management helps you effectively manage 
regulatory change and guard against internal and external  
cyberthreats.

SAP Audit Management enables you to streamline, diversify,  
and enhance your internal audit engagements by making it quick 
and easy to document evidence, organize working papers, and 
create audit reports. It also provides the analytical capabilities to 
shift the focus of internal audit from basic assurance to providing 
insight and advice.

Managing process control, regulations and audit with a common 
technology platform provides you with three lines of defense and 
enables you to:

• Employ a unified approach

• Improve workflow and collaboration

• Reduce redundant controls and responses

• Use native integration to simplify application interfaces

• Enhance usage with an intuitive and familiar experience

An Integrated Platform
Gain control, protect assets,  
and manage risk

MORE INFORMATION

If you’d like to know more about the SAP solutions that 
support the three lines of defense – and see how they can 
bring confidence and security to your business – please 
call your SAP representative or visit sap.com/grc. 

Follow us on social media

https://twitter.com/SAPFinance
https://www.facebook.com/SAPFinance
https://www.linkedin.com/company/sap-finance
http://blog-sap.com/analytics/category/grc/


www.sap.com/contactsap

© 2016 SAP SE or an SAP affiliate company.  
All rights reserved.

No part of this publication may be reproduced or 
transmitted in any form or for any purpose without 
the express permission of SAP SE or an SAP 
affiliate company.

SAP and other SAP products and services 
mentioned herein as well as their respective  
logos are trademarks or registered trademarks  
of SAP SE (or an SAP affiliate company) in 
Germany and other countries. Please see 
http://www.sap.com/corporate-en/legal 
/copyright/index.epx#trademark for additional 
trademark information and notices. Some software 
products marketed by SAP SE and its distributors 
contain proprietary software components of other 
software vendors.

National product specifications may vary.

These materials are provided by SAP SE or an SAP 
affiliate company for informational purposes only, 
without representation or warranty of any kind, 
and SAP SE or its affiliated companies shall not 
be liable for errors or omissions with respect to 
the materials. The only warranties for SAP SE or 
SAP affiliate company products and services are 
those that are set forth in the express warranty 
statements accompanying such products and 
services, if any. Nothing herein should be construed 
as constituting an additional warranty. 

In particular, SAP SE or its affiliated companies 
have no obligation to pursue any course of 
business outlined in this document or any 
related presentation, or to develop or release any 
functionality mentioned therein. This document, 
or any related presentation, and SAP SE’s or 
its affiliated companies’ strategy and possible 
future developments, products, and/or platform 
directions and functionality are all subject to 
change and may be changed by SAP SE or its 
affiliated companies at any time for any reason 
without notice. The information in this document 
is not a commitment, promise, or legal obligation 
to deliver any material, code, or functionality. All 
forward-looking statements are subject to various 
risks and uncertainties that could cause actual 
results to differ materially from expectations. 
Readers are cautioned not to place undue reliance 
on these forward-looking statements, which speak 
only as of their dates, and they should not be relied 
upon in making purchasing decisions.

http://www.sap.com/corporate-en/legal/copyright/index.epx#trademark
http://www.sap.com/corporate-en/legal/copyright/index.epx#trademark


Consolidated Strategic Performance Dashboard
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