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Many large and established organisations have 
struggled to transform their business models and 
operations to fully embrace the digital era. As a 
result, we’ve witnessed smaller, more agile disruptors 
leverage digital platforms to turn traditional markets 
upside down through the rapid delivery of digital 
products and services.
 
Big companies have been forced to react by transforming areas 
of their business to become more digital. This means streamlining 
processes, leveraging automation and harnessing data to make 
real-time decisions. But given their size and scale, it is a huge 
undertaking. 
 
A critical enabler in becoming a truly digital enterprise is the core 
technology platform upon which a company runs. With the right 
platform, any business, no matter its size, can become more agile 
and responsive to its customers and competitors. With Software-
as-a-Service (SaaS) so widely accepted now as a model for non-core 
enterprise software, it was inevitable that someday core ERP would 
be also deployed from the Cloud. 
 
For organisations running SAP, moving to a digital ERP platform is 
very attractive, but at the same time highly complex. For the last few 
years, SAP customers have faced the difficult decision of whether 
and how to redevelop their custom SAP landscapes and migrate to 
SAP’s new digital enterprise platform – S/4 HANA. Indeed, there 
is an ongoing debate about how existing systems can be reworked 
for SAP S/4 HANA, but many believe that it is likely to mean 
implementing an entirely new ERP system. Another major factor 
is the model of deployment, with customers needing to make hard 
choices in terms of whether to run with on-premise, cloud or hybrid 
environments.
 
SAP S/4 HANA runs on SAP’s advanced in-memory database 
HANA, and provides its next-generation user experience engine, 
SAP Fiori. It also serves as a more open IT landscape that can more 
easily connect networks, people, as well as disruptive technologies 
such as Big Data, Artificial Intelligence, Blockchain and Internet of 
Things (IoT).
 

The SAP S/4 HANA platform enables companies to dramatically 
reduce operating costs by introducing standardised, best practice 
processes in non-differentiating areas, such as finance. Then to 
complete the picture, SAP’s revamped design-thinking framework, 
SAP Leonardo, combined with its HANA Cloud Platform, enable 
companies to bring together innovative technologies to create what 
SAP calls the ‘intelligent enterprise’. So, along with SAP’s out-of-
the-box core processes and real-time insights, you can build 
systems of differentiation in those areas that can help you leapfrog 
your competition.
 
SAP has set the deadline that by 2025 all customers must be 
running on its HANA platform using S/4 HANA applications. It will 
then cease support for SAP ERP Central Component (ECC). In 2018, 
approximately 1,300 companies worldwide are using S/4 HANA, with 
most customers expected to upgrade before the deadline.
 
As was the case with the implementation of SAP ECC, there are many 
security considerations and challenges associated with implementing 
SAP S/4 HANA. Many of the historic problems linked to SAP ECC 
security were as a direct result of security and compliance concepts 
largely being ignored during the initial roll-outs. This led to these 
areas needing to be retro-fitted further down the line. This typically 
introduced increased costs and lengthy project delays – something 
every SAP customer will want to avoid with SAP S/4 HANA, 
especially given the wider migration challenges.
 
This very practical guide has been created to help SAP customers 
understand the new security considerations that come with 
implementing SAP S/4 HANA. We want you to side-step the 
mistakes of the past, while there is still time to plan your 
migration, with security and compliance very much in mind.
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SAP S/4 HANA removes the common obstacles 
associated with legacy ERP applications, such as 
batch latency, complex landscapes and manually-
driven processes. As we’ve said already, it has been 
designed to operate exclusively on SAP’s proprietary 
HANA in-memory database and therefore is intended 
to significantly improve overall system performance. 
 
This huge architectural change has meant that the application can be 
redesigned to simplify processing steps. For example, the SAP ECC 
Finance module relied on many different tables to separate headers, 
line item details and supporting master data attributes, which made 
for a very complex data model.
 
With SAP S/4 HANA, the database is able to cope with greater data 
volumes and complexity within single tables or views. So the 
volume of tables and structures are simplified. This should therefore 
make reporting easier, and as such increase the transparency of 
information. This simplifies the landscape options, as it means that 
there is the opportunity to consolidate the system landscape.
 
Now there is no need for separate SAP Advanced Planning and 
Optimisation (APO) or Business Warehouse systems, as you have 
the HANA database. Also, by mandating SAP HANA as the database, 
you’ll further reduce the complexity of your deployment options, 
while presenting a cost saving opportunity through the removal of 
separately licensed third-party databases.
 

Despite this code base change, there are familiar aspects to SAP S/4 
HANA. The table structure is flatter, but the majority of the standard 
SAP ECC tables still exist. From the user interface perspective, there 
is still an ABAP user interface, which looks and behaves in a very 
similar manner to SAP ECC. However, this is intended for use by 
administrators only. For end users, the intention is to use the SAP 
Fiori user interface. 
 

With S/4 HANA, SAP has also recognised that 
customers are expecting more agile deployment 
approaches, so they have also offered different 
implementation scenarios to align more with a 
cloud deployment model. As such, SAP S/4 HANA 
is available as a traditional on-premise solution but 
there is also a version available as a public cloud 
option. There is also a managed cloud option to 
provide the middleground.

Understanding the differences 
between SAP ECC and SAP S/4 HANA
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SAP S/4 HANA has been designed with simplicity 
in mind, although that is generally intended for 
the end-users, rather than implementors, systems 
integrators or administrators. From a security 
perspective, you can expect significant involvement 
in an SAP S/4 HANA implementation, as there are 
some fundamental changes to the way in which 
these simple processes are delivered to users.
 
The key aspects that should be considered are as follows:
 
■ With the HANA database being inherently part of the solution, 
security and authorisation of the database itself, as well as the 
application, is a major consideration.
 
■ SAP Fiori is designed for an omnichannel experience across  
multiple devices, so users will be accessing from many different  
access points, and this increases the surface area for potential  
external threats. 
 
■ As a digital platform and a consolidation of landscape components, 
this also means that a single S/4 HANA system will have more 
information within it, thus increasing the potential risk and impact of 
a particular threat. Therefore it requires enhanced security. You can no 
longer reduce risk by not giving people access to your SAP systems, 
so roles and authorisations play a much greater part in the security 
design, rather than relying on reduced access to a particular system.
 
■ Standard catalogs and content within the S/4 HANA template 
roles do have inherent Segregation of Duties (SoDs) and compliance 
risks within them, so do not rely on them to be clean straight 
out-of-the-box.
 
■ SAP S/4 HANA projects involve heavy business process reengineering 
and updates, which likely means many changes to job functions, 
roles and permissions.
 
■ Although standard transactions will still exist, they will not be the 
primary method for users to perform functions. Therefore, S_TCODE 
will no longer provide a completely reliable picture of access risk.
 
■ On-premise versus cloud decisions also have a significant impact 
on security, as outlined in figure 1.

Figure 1. Security for SAP S/4 HANA – 
Cloud vs on-premise

Given the fact that since the days of SAP R2, SAP products have 
been designed to be configurable and customisable for each 
customer’s own requirements, and as such, customers have invested 
heavily in getting their ERPs working in a manner that they need 
them too. The reality is that many organisations are not quite ready 
to just surrender their own processes and systems to vanilla SAP – 
despite its promise of best practice and increased efficiency. As such, 
an on-premise S/4 HANA environment may still be the best answer 
for the majority of SAP customers. For many new customers, the 
cloud option may be a compelling alternative. Managed cloud 
may be an option to allow for externally hosted solutions with a 
middleground between these polarised system deployment options, 
but the important factor is to have a solution that works.
 

Chapter 2   
Security for SAP 
S/4 HANA

Influencing 
factor

On-premise Cloud

 Cost More expensive 
initially, but reduced 
ongoing costs – 
higher Opex costs

Longer ongoing fees, 
but potentially reduced 
Capex spend

Customisable It’s your own 
system, so you 
control it

Less flexible unless 
you go with a PMC or 
dedicated cloud hosting 
option as opposed to 
public cloud

Supportability Dependent upon 
in-house or existing 
AMS partners, but 
still in customer 
control

You take what you’re 
given, but with 
expectation of 
contemporary release

Control Retained internally Potential loss of control 
over security & 
governance actions
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One of the biggest drivers for moving to SAP S/4 
HANA is to embrace the significantly enhanced user 
experience provided by SAP Fiori. However, it’s 
important to recognise that the use of SAP Fiori 
introduces many new components of security.
 
Firstly, let’s provide some context for security.
 
SAP Fiori apps are built with UI5 HTML5 technology using Javascript. 
This helps to create the consistent look and feel across multiple 
channels and devices. These apps are also run in the SAP Fiori 
launchpad, which renders consistently across devices and browsers. 
Data is transferred between launchpad and the back-end via OData 
services and is controlled by SAP Gateway services. This allows for 
business data in SAP to be consumed by any device capable of 
communicating via HTTP/S.
 
Clearly, this more open, outward environment exposes SAP 
customers to increased security risks – particularly cyber-attacks.
 

SAP Fiori security considerations
 
Rather than go into specific detail for each area, here’s a quick 
run-through of the main security considerations with SAP Fiori.

■ Architecture: One of the main objectives of Fiori is the harmonised user 
interface. As such, in the majority of cases, the intention is to have a 
single point of entry for all of the user activities with S/4 HANA and 
it’s component parts. Similar to an Enterprise Portal, all user access 
should be triggered from one single integrated entry point; the Fiori 
Launchpad. In order to achieve this, there needs to be a Central 
Gateway Server deployed to host all of the content from the different 
SAP components. This acts as a front-end server to consolidate all 
of the different system Fiori components, Apps and Tiles to present 
a unified launchpad to the users. Although it is possible to avoid this 
architecture, the consequence is that users will need to login to 
different SAP environments and or URLs to perform specific functions, 
rather than a single login from which all activities can be performed. 
 
■ Mobile: As it’s likely you’ll be intending to deploy SAP Fiori across 
mobile devices, the first aspect of security you should consider is a 
Mobile Device Management (MDM) solution. MDM will assist you in 
adding appropriate login protocols along with the remote wiping of 
data - while facilitating access via secure networking and firewalls, to 
protect you against inappropriate use.
 
■ User experience: You should consider the user experience in tandem 
with security throughout the functional design too, as retrospectively 
adding security constraints later will add significant rework and cost 

to your project. Most SAP S/4 HANA projects will be deployed using 
an agile implementation methodology, such as SAP Activate, so 
ensure security is included in your iterations.
 
■ Catalogs: These are typically created and maintained by developers, 
so be aware that if there is a need to introduce additional security 
constraints or change the behaviours of an app, further development 
may be required to your catalogs. You should also consider the 
visibility of apps and catalogs available to your users, as they may 
be able to browse and amend groups and alter the user interface, if 
granted permissions by mistake. Finally, do not just provide a global 
role with all catalogs, as that may give too much visibility to users 
and also provide them with inherent service authorisations.
 
■ Role designs: You should feel free to re-use existing role designs if 
they work, but be prepared that the project will likely cause significant 
changes to the user interface - if not the processing activities 
themselves - so it may be prudent to plan for a significant redesign. 
Depending on the scope of the implementation, the S/4 HANA 
project may encompass a number of business transformation or 
improvement objectives and as such, the existing controls and 
authorisation restrictions may no longer be applicable. 
 
■ Services: Services are generated via the Gateway and will generate 
a unique GUID. So, use SU24 to maintain the relationships of services 
to avoid duplication and manual maintenance requirements. Also, 
do NOT be tempted to manually amend S_SERVICE authorisation 
object values, as this is highly unlikely to work and may cause integrity 
issues. Lastly, * does not guarantee full access with S_SERVICE, as it 
will not know about the services generated in future.
 

SAP Fiori security recommendations
 
The starting point for SAP Fiori security is to build in security by 
design throughout your SAP S/4 HANA project. You’ll need to align 
authorisation and user interface restrictions with process-based 
decisions to ensure the right level of control is maintained. 
 
You should also evaluate your existing ABAP-based role design, as 
most of that may be applicable. BUT, do not become tied to it. You 
should also allow users the flexibility to define their own groups and 
customise their launchpads, but restrict them from seeing all catalog 
contents. So, use SU24 to maintain the link between services and 
Fiori catalogs and leverage the Front-End Server approach to deploy 
your Fiori content.
 
Finally, you may want to consider using SAP GRC Business Role 
Management (BRM) to map your roles together into coherent 
business roles. This ensures that all dependent authorisations for 
back-end, front-end and catalogs are deployed consistently.

SAP Fiori architecture 
and security
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SAP S/4 HANA relies upon the HANA database 
to deliver the huge value-adding features of 
performance, transparency and simplicity. The 
database itself becomes far more visible to end users, 
particularly in the context of reporting and analytics.
 
Many of SAP’s standard analytical apps will be directly querying 
the database, rather than looking into application level tables or 
schemas. Therefore, it is important to factor in database security 
into your design conditions.
 
Successful SAP S/4 HANA implementations will also consider 
HANA database security principles to ensure users are not able to 
get ‘back door’ access. Obviously, this could cause data and system 
integrity issues, or worse, result in your company falling foul of data 
privacy legislation.
 

SAP HANA database system privileges should therefore be restricted, as 
should access to the repository itself – along with any views. Following on 
from earlier discussion points, any SAP Fiori analytical apps that 
require access to SAP HANA views for their data feeds, should have 
these appropriately locked down by factoring in security as part of 
your design.
 

Following good practice for repository vs catalog roles 
in SAP HANA, as well as appropriate database views 
and schemas, will help you retain end-to-end control 
over who can access what.

Chapter 4
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As you might expect, SAP GRC is evolving to ensure 
customers moving to S/4 HANA can safeguard their 
new systems effectively. Here’s a quick overview of 
SAP GRC and its impact on security for S/4 HANA.
 
Firstly, access risk reporting must evolve with your implementation of 
SAP S/4 HANA. As a minimum, additional S_SERVICE checks must 
be introduced into your rulesets.  

There will also likely be requirements to extend your reporting 
capability into all of the different components of your new S/4 
HANA landscape, yet access to any of them could result in the 
opportunity to disrupt business processes or the integrity of your 
data. For example, having access to SAP S/4 HANA transactions may 
also require SAP Fiori catalogs and particular services, but this might 
only be possible if the user also has appropriate views or schema 
access to your HANA database, combined with the front-end server.
 
With SAP S/4 HANA all of this is effectively integrated, and therefore 
so should your security solution and access risk reporting. SAP GRC 
10.1 has some of these considerations already covered in the later 
support packs (SP19/20). However, to more appropriately manage 
these requirements, you should be considering SAP GRC 12.0.
 

This latest release has been specifically redesigned 
for SAP HANA and includes SAP S/4 HANA and SAP 
Fiori based rulesets, as well as the ability to query 
SAP HANA privileges. It also extends Firefighter 
capabilities to the SAP HANA Web IDE, thus 
providing the opportunity to reduce the level of 
access that users will have in that environment 
on an ongoing basis.

The impact of SAP GRC on 
SAP S/4 HANA security
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Understanding how to integrate security into digital 
transformation projects can be a challenge for any 
organisation. These projects are highly complex, 
involve multiple teams, external ecosystems and 
have very ambitious, sometimes even unrealistic, 
time-frames. But becoming more digital means you 
will inevitably become more open - so a focus on 
security is more important than ever.
 
If you’re already underway with, or evaluating your move to SAP S/4 
HANA, then it’s likely your organisation will be investing significant 
time, money and resources on what is a critical technical upgrade 
and transformation programme. Without appropriate controls and 
security design built in from the start to keep these new systems 
safe, you will be unable to fully maximise your payback. Moreover, 
you are potentially exposing your organisation to the increased risk 
of cyber attack and non-compliance.
 

It is clear that some SAP customers who are migrating their 
complex SAP landscapes to S/4 HANA are already struggling to 
implement proper security controls. By building security by design 
into the central scope of your project, you are more likely to ensure it 
is not sidetracked or delayed because of security issues that manifest 
themselves further down the line - as often happened with SAP ECC.
 

Considering security during the early design and 
implementation phases of the project could be up to 
five times less expensive than doing it after go-live, 
based on the complexity and risk involved. Maybe it’s 
time to revisit the security design of your SAP S/4 
HANA programme, while there is still time?

In summary

Safety first
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About Turnkey
Turnkey is a specialist GRC and IT security company that combines 
business consulting with technical implementation to deliver 
information security solutions in support of SAP systems. We focus 
on the delivery of specialised services in support of SAP solutions in 
the areas of security, governance, risk and compliance (GRC).

We work with service providers, audit partners and SAP clients 
directly to provide the security controls and solutions that safeguard 
and complement a company’s implementation of an SAP system. 
Our clients include some of the world’s largest blue-chip companies 
alongside systems integrators and a number of government agencies.
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